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Abstract—Handwritten signature authentication is an impor-
tant service to defend against fraudulent activities. Current
automated solutions rely heavily on dedicated devices and require
certain user efforts. In this work, we explore the feasibility of a
new type of signature authentication system, SAP - Signature Au-
thentication with PPG Sensor, which leverages Photoplethysmog-
raphy (PPG) sensors in wrist-worn wearable devices. To make
SAP non-intrusive and secure, we design effective algorithms to
separate the signature signals from the heartbeat signals in the
raw PPG signals. We implement a low-cost hardware prototype
of SAP. Our preliminary experimental results show that SAP can
achieve an average F1 score of up to 98%.

I. INTRODUCTION

The signature authentication problem studied here is pri-

marily a user verification problem over a handwriting signature

via wearable sensing data. As any other authentication sys-

tems, a user will give sensing data of his/her signature to claim

to be a certain person. The system should verify the claim

whether the user is a legit or illegitimate user. This is useful

in many applications to prevent fraudulent activities. Differ-

ent automatic handwritten signature authentication systems

[1] have been developed, including wearable device based

solutions (e.g., using motion sensors [2], [3] and acoustic

sensors [4]). While these methods enjoy the low cost, non-

intrusiveness, and easy deployment, many of them still require

users’ extra effort (for calibration or training) and suffer from

low accuracy (due to environmental noises or attacks).

In this work, we investigate the feasibility of a signature

authentication system to verify user’s handwritten signatures

by leveraging the Photoplethysmographic (PPG) sensor data

from a wrist-worn wearable. As shown in Fig. 1, the system

is trained on that registered signatures to create a model

based on the features extracted from those signatures. When

a new signature input is given, the system based on the saved

models decides whether the user is a legitimate user or an

attacker. Particularly, we exploit PPG sensor from wearable

devices to capture the dynamic information of the blood

volume change under the skin when a user is writing his/her

signature. Our solution is different from existing PPG-based

user authentication since a handwritten signature is beyond

traditional user authentication. We more focus on the dynamic

part of PPG-signal caused by the hand/finger movements.

We have explored several segmentation algorithms to separate

the signature signals from the raw PPG signal consisting of

both heartbeat and signature signals. We also build a low-cost
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Fig. 1. Handwritten signature authentication via PPG sensor.

hardware prototype of SAP using a commercially off-the-shelf

PPG sensor and a micro-controller to evaluate the feasibility

of the proposed system. The experimental results show that

SAP can achieve an average F1 score of up to 98%.

II. CHALLENGES AND OVERALL DESIGN

To successfully validate the fine-grained signatures via the

captured PPG signals from a wrist-worn device, there are

primarily three challenges to be addressed. (1) Coarse-grained
Wrist PPG Signals: PPG signals are relatively coarse-grained,

noisier, and interfere with other signals. To tackle this, we

design noise filtering to extract critical landmarks and apply

feature extraction to extract discriminating features for fine-

grained authentication. (2) Same user having different PPG
readings: The PPG readings are different even for the same

user, as the pulse signal may vary due to the effect of pressure

and emotions of the user. It is challenging to use the PPG

signals for signature authentication directly. To address this,

we extract the signature portion signal from the whole signal

so that the effect of pressure and emotion is minimized.

(3) Effect of the placement of the PPG sensor: The sensor

placement can also affect the performance since PPG readings

vary at different locations. Via experiments, we find out that

the readings at median antebrachial vein placement would

represent the significant motion artifacts occurring due to the

signature writing. Though this position is not in line with most

people’s wearing habits, it is feasible because the user will just

have to rotate the wearable device while writing the signature.

Fig. 2 shows the overall architecture of SAP, which consists

of four parts: Data Collection, Data Processing and Segmen-
tation, Feature Characterization, and Classification.

In data collection module, the wrist-worn wearable device

with a PPG sensor is used to collect the PPG data while the

user is writing the signature on a sheet of paper.
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Fig. 2. System architecture of SAP.

Data processing and segmentation module has three steps:

noise filter, signal normalization, and signature segmentation.

The PPG signals first pass noise filters (Savitzky-Golay (S-G)

filter [5]) and are normalized, then the signature part of signals

are segmented from the whole signals to remove the pulse

part. We explore three different segmentation methods: (1)

Skewness-DTW method, in which the start and ending index

of the signature portion is detected based on the skewness

values of the signal and by the Dynamic Time Warping (DTW)

technique similar to [6]; (2) Dynamic Programming (DP); and

(3) Binary Search (Binary) methods. DP and Binary are offline

change point detection methods inspired by [7].

Feature characterization module includes feature extraction,

relevant features, and feature matrix. This module mainly deals

with the extraction of relevant intrinsic characteristics of the

input signal data that can discriminate each user from another.

We use a time-series feature extraction tool tsfresh [8] to

generate more than 700 time-series features. Then using its

feature selection, we select 8 features primarily as the most

relevant features.
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Fig. 3. SAP Prototype.

Finally, the classi-
fication module per-

forms the authentica-

tion with a trained

classifier. The clas-

sification model is

trained on the whole

dataset of a user to

classify a new in-

coming signal into any of the two categories: legitimate user

or attacker. We use the different standard classifiers: Random

Forest (RF), SVM (RBF Kernel), Gradient Boosting (GB),

k-NN (kNN), Multilayer Perceptron (MLP), Feed-Forward

Neural Network (NN), and OnevsRest (OvR).

III. PROTOTYPE AND PRELIMINARY EVALUATION

Although the commercially available smartwatches /fitness-

trackers use PPG sensors to measure the heartbeat/pulse, they

do not provide access to the raw PPG data. Thus, we build

our own low-cost proof-of-concept PPG-band, as shown in

Fig. 3 to imitate wrist-worn wearable devices to validate the

feasibility of SAP. It consists of a velcro wristband, a PPG

sensor by World Famous Electronics with a green LED, a USB
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Fig. 4. Performance of SAP for (a) different segmentation methods (average
over all classifiers with 60% training data), (b) different classifiers (Skewness-
DTW with 80% training data).

cable, an Arduino UNO micro-controller, and a slide switch

to start and stop collecting data. The PPG sensor is strapped

to the Velcro band so that it remains facing towards the wrist

when the Velcro band is worn. All software modules of SAP

are implemented in the server using Python 3.8.3. We also

use the tsfresh tool [8] for feature extraction, and the python

package scikit-learn [9] for building the classifiers.

Because of the logistic limitations being created due to the

COVID-19 pandemic situation, 5 healthy volunteers partici-

pated in the experiment. Participants take part in 6 sessions

of signature writing. During each session, the participants

provide 20 valid signatures, 10 random forgeries, and 10
skilled forgeries against a certain user who is considered as the

legitimate user for the system providing 20 valid signatures,

and 10 invalid signatures per session. We adopt the same

definition of random and skilled forgeries from [2]. Totally,

we collected 1, 140 samples of signatures. As the COVID-

19 situation is relaxing now, we plan to collect more data to

expand our findings further.

We perform tests on three signature segmentation algorithms

and all seven classifiers. Fig. 4(a) shows the average per-

formance of SAP with all the classifiers when the dataset

was split into 60% training and 40% testing. Among the

three segmentation methods, Skewness-DTW and DP both

performed well. We then compare 7 commonly used classifiers

under the Skewness-DTW segmentation and with a training

size of 80%. The F1 scores for each classifier are shown

in Fig. 4(b). Feed-Forward Neural Network performs the

best with the highest F1-score of 98%, while the scores of

RF/GB/OvR are also within a close range.
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